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See notes following comparison table for features followed by asterisk “*”.
	Feature
	Ascendo DataVault
	

	
	
	

	Master Password
	√
	

	Master Password Masking
	√
	

	Master Password Hint
Allows you to define a question and answer pair such as “Mother’s Maiden Name” / “Anderson”, so that you don’t have to start from scratch if you lose your password.
	√
	

	Change Password
	√
	

	Password Reset
If you can’t remember your password or get it back using the Password Hint, then you can reset the password. This deletes all the data for obvious security reasons but at least you don’t have to uninstall and reinstall the program.
	√
	

	Encryption
	√
	

	Encryption Method
If you are going to use a Secure Passwords Manager you probably don’t want to settle for anything but the best encryption method available. Advanced Encryption Standard (AES) is the method selected by the US Government (NIST) and the vast majority of encryption experts agree that it is the best method currently available. * 
	Advanced Encryption Standard (AES)
	

	Security Timeout
	√
	

	Desktop Version included at no extra charge.
	√
	

	Synchronization.

Two way synchronization for each record in the database. 
	√
	

	Conflict Resolution for Synchronization.

This manages cases when an Item has been modified on the Desktop and the BlackBerry and you need to determine which modification to keep.
	√
	

	Tree View on BlackBerry.
	√
	

	Tree View on Desktop.
	√
	

	List View on BlackBerry.
	√
	

	List View on Desktop.
	√
	

	Speed Search

How fast can you find a record. *
	
	

	Skip through Search

Move to list of items. Type the first letter of an entry repeatedly to cycle through entries. Example, type “c”, go to “Corporate email”, type “c” again, go to “Checking Account”.
	√
	

	Extended Search
On occasion you may forget the name you gave to an item, such as a specialized forum that use infrequently. Using Extended Search, you can lookup any string of characters found in the Item name, 10 fields per Item or Notes field.
	√
	

	Auto-Fill
Automatically fill web forms from  DataVault. For example, if you click on a Hotmail Item in DataVault, Internet Explorer will automatically go to the Hotmail login page and auto-fill the Username and Password fields.
	√
	

	Auto-Add

Automatically add Items to DataVault. For example, if you are logging into Hotmail and right click, an option for "Save to DataVault" will appear. Select it and a new entry will be created in DataVault with the URL, username and password.
	√
	

	Categories Business, Personal, etc.
	√
	

	Types such as Email, Visa Card, etc.
	√
	

	Templates 
Allows you to save field names and icons and reuse on for subsequent add/edit.
	√
	

	Number of sample Templates.
	20
	

	Templates independent of Types.
This is important because you may want to have multiple Templates with slight variations and associate a different one with one Type. For example, you may have a Type called Credit Card but associate a different Templates like Visa or Master Card.
	√
	

	Change field labels on the fly.

You can change field names to anything you want at any time.
	√
	

	Icons to display with Items, Templates
	100
	

	Ability to Add User Defined Templates.
	√
	

	Number of Fields per Item.
Items such as Health Insurance and Vehicle Information require up to 10 fields to store.
	10
	

	Notes Field.
	√
	

	Notes Field editing on Desktop

Word wrap, carriage return, etc.
	√
	

	Number of Characters per Field

Some types of information such as URLs may require many characters to store them.
	256
	

	Ability to Edit field Labels.
Some products lock the field labels based on the Type or Classification you selected. You may want to modify or add a field label.
	√
	

	Password Generator
	√
	

	Ability to Customize User Interface
	√
	

	Skins
Images along top and bottom of screen.
	10
	

	Ability to skip Splash Screen
	√
	

	Ability to assign different colors to field backgrounds.
	√
	

	Backup & Restore
	√
	

	Import from CSV format
	√
	

	Import from other Secure Password Managers..
	CryptMagic, MiniSafe, SplashID, EWallet
	

	Export to text file.
	√
	

	User Guide
	√
	

	Number of Pages in User Guide
	27
	

	Online Frequently Asked (FAQ) page.
	√
	

	Email Support
	√
	

	Number of Positive Reviews

Make sure these are BlackBerry Users that are giving the reviews and not users from a similar product on a different platform like Palm or Windows Mobile.
	See Reviews Page *
	

	Price
	$29.95
	

	Upgrade Price from previous versions.
	$14.95
	

	Free Upgrades for Intermediary Releases.

For example, from Version 3.0 to Version 3.3
	√
	

	Developer is a BlackBerry Alliance Member.

This is important because it means that the company who developed the product has access to high level support directly from Research In Motion, the company that makes the BlackBerry.
	√
	


Encryption method
For more information about why AES is the best encryption method currently available, please see the following articles. 
Advanced Encryption Standard (Wikipedia)

http://en.wikipedia.org/wiki/Advanced_Encryption_Standard 
“In cryptography, the Advanced Encryption Standard (AES), also known as Rijndael, is a block cipher adopted as an encryption standard by the U.S. government. It has been analyzed extensively and is now used widely worldwide.”

http://en.wikipedia.org/wiki/Blowfish_%28cipher%29 
 “Blowfish is a keyed, symmetric block cipher, designed in 1993 by Bruce Schneier… more attention is now given to block ciphers with a larger block size, such as AES”

AES vs. Blowfish: AES Offers US-Approved Alternative (Forrester Research)
http://www.forrester.com/Research/LegacyIT/Excerpt/0,7208,27196,00.html 
“While older algorithms will remain in use for some applications, particularly if compatibility with legacy systems is important, AES will probably become a very widely used algorithm.”

The importance of IVs

http://news.hping.org/sci.crypt.archive/3211.html 
“Rijndael was chosen to be the new AES because it was deemed to be more secure than Blowfish."

Speed Search

When you start the DataVault desktop and BlackBerry client the cursor is in the Search Field. As soon as you type a letter (1 + X keystrokes) the list reduces to only the items containing that letter(s). As soon as you match 1 entry, the full record appears on the Desktop panel. You automatically see the list of matching entries so the chances you have to repeat the process are minimal.

Total Keystrokes = 1 + X

Other password managers require more keystokes to find a record. For example, they may require you to click on a Find button (1 keystroke), enter character(s) (1 + X keystrokes), then Click Ok (1 keystrokes). In some cases, there is no List View on the Desktop so you don’t see the records matching you entry in real time, you have to click Ok. This means you may have to repeat the process (Y keystrokes).

Total Keystrokes = 1 + 1 + X + 1 + Y

Reviews Page
A Reviews Page can be found at the Ascendo DataVault description page.

http://www.ascendo-inc.com/DataVaultReviews.html 
